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Transport layerodlMd demultiplexing

@& Transport layerols
demultiplexingS 3 3 At
s

QO U socret2 QU AHRIE U
o,

QO U segement= segmentTt Rt
= XA socketg MHEIE BH
qt fieldE UETH

QO ol EH3 fieldE source
destination port H2 oI+,
(0~1023 MR portE well-
kRnow porteti Qtck! RFC 1700
ofl B3 AIE| O QLTH,)

@ Segmentt Aostol TAdIHE T/LE
segmentQtol EXRIY port #5 TAt
I ololl A-ZdtE socketLE data
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—— 32 hits ——

source port # dest port #

T1E Aedader fields

application
Data
(messdge)

UDP/TCP segment format

port#:0~065534 9

Connectionless demultiplexing

@ Port #2 ol socket2 AL
ot

DatagramSocket mysocket1=new
DatdgramSocket(59111);

DatagramSocket mysocket 1=new
DatdgramSocket(59222):

@ UDP socket2 EXR P2 5F
Rl port #2 AR F QA2 =
RLRfoll ol oH A HHEITH,

& UDP segment R

QO Segment2 dest port #5 At
a‘—+E+I
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Connectionless demultiplexing

DatdgramSocket serverSocket = new DatagramSocket(6428):

SP: 6428

SP: 6428

DP: 9167

DP: 6775

SP: 9157

SP: B77B

IP: A IP: C

SP provides "return address”

DP: 6428 Client
IP:B
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Connection oriented demux
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R4S AL QYOI Ol H A RITH
QO source IP
O source port #

TCP socket€ RISLQtTH,

QO U socketEE QYolE 47HS)
tupleol 230 LHE T}

Q dest IP @® Web servere 41U clients

O dest port #

@ Hostol segmentTt ZAOHH
fiost= MARt socketl =
segmentS RATIdLTI QM HITHY
Ue BF AHERETH

REOl THOH M B TH2 speketS

ol &3ttt

O non-persistent HTTPY 732
DE QAboit o2 spcretg ol
A==
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connectiong ol {3t
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Connection oriented demux

SP: B775
DP: 80
S-IP: B
D-IP:C
L
SP: 9157 SP: 91657
client DP: 80 server DP: 80 Client
IPI A S-IF: A IP C S-IP: B IP:B
D-IP:C D-IP:C
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Connect oriented demux
TaAread Web server
——
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SP: 5775
DP: 80
S-IP: B
D-IP:C
N
SP: 91657 SP: 9167
client OP: 80 server DP: 80 Client
IPI A S-IF: A IP C S-IP: B IP:B
D-IP:C D-IP:C




3% Transport Layer

3.1 Transport Layer MHI £
THE

3.2 AU TS

3.3 Connectionless
transport : UDP

3.4 A=A data RS9 <=

3.5 Connection oriented
transport | TCP
Q segment structure
Q reliagble data transfer
O flow control
Q connection control

15

UDP ' User Datagram Protocol [RFC 7638]

@ UDPE Transport layerois
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T+,)

O &4t
QO "AEEMTHurY TS
@ connectionless

QO UDP sender receiveritol
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O U UDP segmentE2 ME 57
MOz RITIETE

UDPE ol &3t o1 Q
& dEMdRo Qi

olHI 5 & Qjol R4S UCE AdRjol
o2 ol RIGE QiTh
(DNS)

& QAEAETE QLT
AYUAE QRIS A HELETH QIS
O TCPE™ B2 dppE £+8%
4 QiEH,

€ feaderdt BT,
8 byte (TCP : 20 byte)

¢ 2 RINIOIdRI QETH,
HEQIO RAEE THUK Y-S

O GppTt L3%E AEE RS
€ RmIRtQlol R4 jtTH,

(SNMP)
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UDP

& often used for streaming
multimedia apps
O £/ AHE
Q Rate sensitive

@ UDPE AHEDHE dpp
O DNS
O SNMP

@ appTt AR RG] UD
ROIME ALZIAOLE BAlol THS
DFTH,

Q appol Al=IAZQL
Ql-g 540l RHARL

©

+————— 32 bits ———

dest port #

source port #

Yol TR

application
Data
(messdge)

S OHOKQETH,
UDP/TCP segment format
17
UDP checRsum
EX 1 RE= segmentoll “errors’s &3],

Sender
@ Segmente contentes £Mol

o2t 16bit integers® 5 Qi

& BE 16bit(word) R€ tRI1
120 E4 5 4043, (ol 2
EEQE HADH)

@ HuE UDP segment
checksum fieldoll AREQLRETH,

& overflow bitS wraparound=
Ol & 3t BRE YU

receiver

@ SegmentE £AR checksume
S T3 BE 16bit words =
QT4

@ ol BE {olt™ ol T+ QLRI Ot
UEE 9ol 4O H QBT QT

@ K1 (checkRsumE AHEdtE H
H bit sumolls HEAidE=
overflowE NMzdte HiHiol o
T LRSS TERGE HT Wos

)
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Internet checksum

@& Example ! EHL 16bit integers

1110011
1101010

wraparound (1) 1 0 1 1 1 0 1

sum 1011101
checksum 01 00010
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3% Transport Layer
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RIZIFQL data A5 <z
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REIX™ Data transfer

rdt_send() ! 3t rdtol Datas deliver_data() : rdt7r &
KRBT QU aGppTt 2% layerol Data g RIEdHT AUH 2 &

\ ; /

rdt_send() deliver data()

Send reficioke aata refoble aata
sid ronshes protocaol fiansfer protocaol
Ide  |isending sice| [receiving sidel

ude_send ] [Eodel]  [e=] frae rovo

L{}Jneli::me channel ]IJ

receive
side

udt_send() ' HIALZIFQL ok RHF Ol rdt_rcev() | &4 rdtol
DataS R {H rdtTt 2= DataS RITLdHT QUH 2=
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NEIR® Data transfer

@& RIR BROHRIE Ot RiEE 0 ARIA data RS protocol SALR
EHI £AIRF ZHE RITH

@ Tt 9% RISEEE 13 | ol TROoIE Fol M2 UHI RiGol IR

& FSMeZz B

event causing state transition
actions taken on state transition

——-"'_-’-_—-___ __-_-_--‘-"“&

state: when in this
"state” next state
uniquely determined
by next event

AT datagramol 2t folEthE QHIEQl packetol2tE 8015 AHEJTH,
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rdt 1,0 | Al=IHQL "\FHolM pdt

© OHQ| Mol LRI ALRIFQ HL
O no bit error
O wno loss of packets

L &9 layerd dataE Hiot 3t MIE packetS RITLRTH
2 39 MFOoIM packetS £AIMT dataS XY layerE Rt

call from
above

"% Wait for
call from
below

rdt_send(data)

rdt_rcv(packet)

extract (packet,data)

packet = make_pkt(data) deliver_data(data)

udt_send(packet)

sender receiver

24




rdt 2,0 ¢ HIE Q27 Qi &g

@ bit errorol 158t RHHOIM rdt ¢ packete £AoIU £EME ERS
O checksume FoH bit erroritr
& £ARLEQ feedbdack B R
O dcrnowledgement (ACKs)
' senderTt receiverol™ prtE A HIQTHE ST
QO wnegative acknowledgement (NAKs)
' senderTt receiverol™ prtol errorE£ ROHTH QttE S5
O sendert NAKQL B prt RikLS
@ rdt 2,000 E7tHOE WO protocol (rdt 1,001 HIBHA)
Q error W&

O receiver feedbdck : ®Moi msg (ACK,NAK)
QO MAR%E
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rdt 2.0 ' FSM

rdt_send(data)
snkpkt = make_pkt(data, checksum)

receiver
udt_send(sndpkt)
rdt_rcv(revpkt) &&
isNAK(revpkt)
—— rdt_rcv(revpkt) &&
call from udt_send(sndpkt) corrupt(rcvpkt)
above —
udt_send(NAK)
rdt_rcv(rcvpkt) && isACK(rcvpkt) R A ANait
_— ait for
A call from
sender below

rdt_rcv(revpkt) &&
notcorrupt(revpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt 2.0 | rcevprt OK

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

rdt_rcv(rcvpkt) &&

isNAK(revpkt
(rovpkt) rdt_rcv(rcvpkt) &&

udt_send(sndpkt) corrupt(revpkt)
udt_send(NAK)

call from
above

rdt_rcv(revpkt) && isACK(rcvpkt)

——

%

A

Wait for
call from
below

rdt rev(revpkt) &&
notcorrupt(revpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)
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rdt 2.0 i rcevpRkt error

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

Wait for
call from
above

rdt_rcv(revpkl) &&
corrupt(rcvpkt)

rdt_rcv(revpkt) && isACK(revpkt) a
) A

call from
below

rdt_rev(revpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)
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rdt 2,0 | KITHEQL Wk
ACK/NAKTH RIERIE HQ Z 2 E FoidHE HiH

@ sendere receiverfol oY @ sendere prtol sequence

ol HOIR =Rl U £ Qi numberE ZF T3kt
® MRLSOE packetol 382 4 @ ACKY NAKTH HY =T sender
QT T PRTE FHRLS T,
@ receivert 5% prt2 HIELT,
@ rdt 2,1

stop and wait

Sendere pkt BIHE RSP receiver 2 EH responsedt STHTHRI
THI QT

-> responset QLM HE TITHERI T,
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rdt 2.1 i sender

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rev(rcvpkt) &&
( corrupt(revpkt) ||
isNAK(revpkt) )

udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(revpkt)
&& isACK(revpkt)

A

rdt_rev(revpkt)
&& notcorrupt(revpkt)
&& isACK(revpkt)

A

rdt_rcv(revpkt) &&

( corrupt(rcvpkt) ||
isNAK(revpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
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rdt 2.1 | receiver

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq0(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

\
\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt) ‘\

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has_seq1(rcvpkt)

shdpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(revpkt) && notcorrupt(revpkt)
&& has_seq1(rcvpkt)

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

shdpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rcv(revpkt) &&
not corrupt(rcvpkt) &&
has_seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

extract(rcvpkt,data)
deliver_data(data)

shdpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)
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rdt 2.1

Sender

@ pRtoll seq #5 FTHQETH,

& ETHOl seq #HISE FEdITH,
(oIRl $AI= priA2 FEOLE
HAIYEOE )

@ ACK/NAKS £/ AT

@ AYERTE rdt 2,0ETH =i orTH,

QO &Rl AL prt seq #7F OQLKI
1QLRI 71Qdr1L QL O10k QtTH,

receiver

@® SAE prte ZFEHE AL
OFQtTH,
Q pktY seq #7+ O/ 1QLRI T AFRETH,

@ receivert senderTt
ACK/NAKE RRIR™OE £AI%0E
Rl & 4 Qi+,
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rdt 2,2 : NAKTH @< rdt

© rdt 2.1:'-1‘—0—1 N-OIE ACKsl:l‘l-% /\I'%IBI-E 7/.10|ul

@ receivere NAK THAL 220l RIAD L AR priol THRE ACKS RIRERE
E+|

@ Sendert FEE ACKE BHM 55X ACK prtol 2ol RIE]t petol &S
KRR OZ AREIR 238 qtry,

ACKS! =7

L™= ACKE AHE3E T2 sendere OHRIEE £ AR ACKY
seq # OIS priE B& RN AtH EIQS2 AQL & 4 QLo
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rdt 2.2 : NAKT @< rdt

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)

udiw rdt_rev(rcvpkt) &&
( corrupt(revpkt) ||

et isACK(rcvpkt.1) )
0 udt_send(sndpkt)
sender FSM
fragment rdt_rcv(rcvpkt)

&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

A

rdt_rcv(rcvpkt) &&
(corrupt(revpkt) ||
has_seqi(rcvpkt))

receiver FSM
fragment

udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has=seq1 (revpkt)

extract(rcvpkt,data)

deliver_data(data)

shdpkt = make_pkt(ACK1, chksum)

udt_send(sndpkt) 34




rdt 3,0 ! XN\doll errorvt lossTt s

IN = Y| AE L R HLA
Ot RHF ol pacret lossTH Yod sendere< Q¥ QL AITE GE
4 Qle BL (data & ACKs) GCRE TITHEITH,
Q chiecksum, seq #, ACKsatL =2 @ Y2I™QL ATHELE TITHE T ACK
T 5 EOHRI QfTH, I+ QO RHAI4L QhTY,

@ Bt ACKTF RI=! 7HolztH

O 55E QHdE mAlSol Yol
T, —olol S & Nzoll Tyt &4l

T+ B OIQ)TH,

Q receivert 52X prtoll thit

ACKE R4 QT

O olH{ AIYPS ANME BERIE YO

JIRIE Qe

@ HY LG KoH countdown

timerE WRE o4,
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rdt 3.0 ! sender

rdt_send(data) rdt_rcv(rcvpkt) &&
v sndpkt = make_pkt(0, data, checksum) ( corrupt(revpkt) ||

\ udt_send(sndpkt) isACK(revpkt,1) )

rdt_rev(revpkt) \ start_timer A
A Wait for timeout
Caglbgf\czm udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(revpkt)
&& IsACK(revpkt,1)

stop_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& IsACK(revpkt,0)

stop_timer

timeout
udt_send(sndpkt) C

start_timer (/

rdt_rcv(rcvpkt)

.:'\
rdt_rcv(rcvpkt) && rdt_send(data)
( corrupt(revpkt) || sndpkt = make_pkt(1, data, checksum)
isACK(rcvpkt,0) ) udt_send(sndpkt)
) start_timer

A
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rdt 3.0 in action

endar IRCeVer

sender recefver o
el sl pd0 _-"L“-‘*
o ——p VKD X e A0
: sy A K g
ou ACKD t—f‘.”/“ oy ""':':[:i 4‘"""—
KI i phd peet
IE'-[:I:K: |
sy AT
oy A
ACK l;'.".'l‘:"ﬁilél_ : : -‘-"‘-_*'lju[kll' -
panc] SR AT sarnd ACE
rewi K|
gand pel
Coe n g e plid
(0 ation wilh |
el RUKL)
(D) losl packet
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rdt 3.0 in action
serok K =11 =) o ]
e e "“I‘-a.,, v K send pikd “-=.H v ket
B gearvd AN MK sond ACKD
4 "'IT.HI:! v BN
ped = sand pil 1
ALK g FECK s ACE |
L=
o |RiRLS _ mmsend pid |
(o DT ey pld |
Tt ol b oK Idetect dupbcoke]
] ALK ooyl Pl sord ABTKI
=V ol
oy oA sand KD
penad A KD
[d) pearmalure limacul

[c) lost ACK
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rdt 3.0 & %

0 rdt3.0 works, but performance stinks
0 example: 1 Gbps link, 15 ms e-e prop. delay, 1KB packet:

_ L (packet length in bits) 8kb/pkit :
T. e - OKD/PKT
transmit = R (transmission rate, bps) = 10%*9 b/sec - 8 microsec

U = L/R = .008 = 0.00027
sender RTT+L /R 30.008

O U nger: uTilization - fraction of time sender busy sending
O 1KB pkt every 30 msec -> 33kB/sec thruput over 1 Gbps link
O network protocol limits use of physical resources!
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rdt 3.0 | stop — and - wait

sender receiver

first packet bit transmitted, t = 0 —u - oo
last packet bit transmitted, t =L/ R ¢

—first packet bit arrives
—last packet bit arrives, send
ACK

RTT
|

ACK arrives, send nexl

packet, t=RTT+L/R

= L/R = 008 = 0.00027
sender RTT+L/R 30.008

U
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Pipelined protocol

Pipelining : senderol™ ACKS TITHEIRI QT o THY prtE R4S T
E 83N

QO seq #9 HAE SZIH= OOk QtTH,
Q sender receivere 340l &2 prtE bufferingdior Jtct,

& piplining protocol | go-Bdck-N, selective repeat

Pipelining : 5 AL

sender receiver

first packet bit transmitted, t = 0 -
last bit transmitted, t =L / Rap~

first packet bit arrives
.~ last packet bit arrives, send ACK

> last bit of 2nd packet arrives, send ACK
last bit of 3™ packet arrives, send ACK

RTT

ACK arrives, send next,
packet,t=RTT+L/R =<

Increase utilization
/" by a factor of 3!
v

U __3*L/R _ 024 = 0.0008

sender RTT+L/R 30,008
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sender
@ pRt Araderol gR-bit seq # & UETH
@ window ! RISEIQRIGE 24Ql QIR pRrtE UM &g YL YE seq # HA

send_base nextseqgnum
l REP A% Tl
RUQL prt
W | zee oo
T t 24ql Qs

window size

@ ACK(n) i seq # ne TtRL ACKS cumulative ACKE QLA Tt
QO LK ZoIM BEH ng ZEYUJ} nrIQY BE pgtoll THYE ACKOITH,
LSRIAQ QR timerE Y timerE AHE QT

& TR Qo=
@ Timeout AN ¢ SATIQ O ACKTH QLE BE prtE RIRIE ],

(windowuhol &= BE pgt)
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GBN | sender FSM

rdt_send(data)

if (nextsegnum < base+N) {
sndpkt[nextsegnum] = make_pkt(nextseqnum, data,chksum)

udt_send(sndpkt[nextsegnum])
if (base == nextseqgnum)

start_timer
nextseqnum-++
,,,,, }
A else
—— refuse_data(data)
nextseqnum=t ., . C ,) fimeout
start_timer
3 udt_send(sndpkt[base])
rdt_rev(revpkt) C" udt_send(sndpkt[base+1])
&& corrupt(revpkt) O
udt_send(sndpkt[nextseqnum-1])
rdt_rcv(revpkt) &&
notcorrupt({revpkt)

base = getacknum(rcvpkt)+1
If (base == nextsegnum)
stop_timer
else
start_timer
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GBN ! receiver fSM

default
udt send(sndpkt rdt_rev(revpkt)
- && notcurrupt(revpkt)

A && hassegnum(rcvpkt expectedsegnum)
expectedsegnum=1 Oextract(rcupkt,data}
sndpkt = deliver_data(data)

make_pktlexpectedseqnum ACK chksum) shdpkt = make_pki(expectedseqnum ACK chksum)
udt_send(sndpkt)
expectedseqnum++

ACKEE AFE | pRTTH £ AIEITH DT WA A RHTIERI LA THRE =2 sog# S
TRl prtoll THRt ACKE K& ]tTH,
O 2R ACKTHHIA & 4 Qlot,
Q ®Rl expectedsegnumbtE QRIQtTH
P ARHTHRI £ AR pRTY seq# THE seq#
@ EMTFRZ SRR priY ME
O TS HBITH | &M REEE prioll THHM buffering & @27 QLT
Q JARHTHRI £AIE TR 2 seq#oll THRE ACKE RHRL 4 ]t

il

45

GBN in action

sarder recaiver
rev ot
send pkil send ACKD
Fﬂﬁiﬁ : _ v pkt |
send pki2 ~{gss) send ACK]
send pidd
wat) rov oktd, discord
sand ACK]
rey ACKD
sand pkid
rew ACK] rev pletd, dscard
sand pkts sand ACK]
rev pkts, discard
=l 2 trmaout send ACK]
send pxlz
sana pkts rov pki2, deliver
send pectd send AC Kj:l
sanc pkts rcw |:1-;’ra aliver
sard ACKS
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Selective Repeat

@ receiverdt £A1 prtoll THEE THH R QL ACKTH 23 HH o,
Q &M EB pRIEE Ot seg#E THRL prtTH £AL =HOHTHRI buffering™=
THIF seq# &EMTHE A9 layerol RIEE T,
@ sendert ACKTH Q= pktoll THHAMGE RHRLS QETH,
O senderd timert ACKTH Qe UL prtoll THOHM QRIF T,
@ sender & window
Q send_base pktol THRt ACKE Htotok ol Bttt
 GBNOIME =™ ACKE ol & Y2 Z send_base pktoll tHRt ACKTH Qo
T Ol TS5 o,
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Selective repeat | sender receiver windows

send_base wex'rseqwum
I HEL ST I e
QL prt
|][]|]|]HI] I[ II IIIII”]H[II]H”H SR 3 [I A BT
QL QL
window size
£ MOl He 4 9E
M Eol2 pkt pRrRt
[II]H[””][“][IIIIll'"llllll[“]l] Ié’sﬁ!pﬁ’r Il ArE Bt
t t
window size

48




Selective repeat

sender

AR ldyerolM DataTt &A=

@ prIY T seq#S WA windowH
ol QoM pRtS A4 ATH,

- O
timeout (n)
@® prRt ng RFLEIT timers
restart}tct,

ACK(n) ol &4l

@ nol Y=ol QUtH priTH £ AT
2 AQItT

4 nol send_bdset YUttt
send_bdsee TR

Ol 24Ql prtE ol FdtI windowHol
ol R4 prtTt QO Rl4& T,

A&E seqHE UE

receiver

PRt n [nin revbase, revbase+N-1]

@ ACK(n)E &4l

@ out-orderQl7L bufferingdtet,

@ in-ordertQl 73 Q ™ QdTIH
bufferol MRR H2 7 AEFQI
PRI} QYTH A ldyerol RITEdrD
rev_bases R H2 seq#E AL
DRSS prtE T

PRt n [nin revbase-N, revbase-1]

@& ACK(n)

o9 HQ

& Brigto

~
©

Selective repeadt in action

SED powsd phivd st b-.-

kX1 rewd £ mmni W
01 T _

< TLHENIT 1:“ z{':h:nf J

134 1] At
,--'
ICED weod | potNGimg sant
1 L2 14 %781
20l THRE ACKE Ht-2™H THRI
¥ o .
window: oIS AIFIRI 28Ty, r»

T — -' pkti

N} #

8] semt. wipdow jull 2 s
|r 1 T Id Ee 749 _-_.-"—‘-'—."

= ..hl;-"-:'\d bl feTed

= ﬂ' peed rowd, buf fered. ACH4

4|'|.'c1'__-"—-——.;-

cod . deliversd . ACKD mant
£ J A5k ¥V BY

[=
ar

—.r—p.,_n poed, ol peseed, KTH1 sewt

]

=] i Bl 709

H

Ui £¢ Elg TEA

buffering 2 ACK

N

[ | § 5|6 789 &

H

_ _"-_"" petd powed. buf fered. ACES ment

(| i 5§l 78 %

]

JTE pkk2 mewd. pht? phetd phid, phts

F dmlivmred. NE? mant .
D1z34sf 709 window ol'E
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Selective repeat & &=

Example
& Seq#10,1,2,3
@ windows size = 3

® SE FIHA B EE seq#Tt 0
S g ol EHsottt

Q! windows sizet seq#S HHE
Oy H Ol Ol ZRIE oHHE & 4
UETH
Windows sizeE seq#2 142
AHt ol d3rE QtrTt,

ﬁl

H =2
Selective repeat & = HI
Example
® Seq#:0,1,2,3,4
@ windows size = 3
0 prt
0121340123 et » 012340123
012340123 P » 0112340123
012340123£§iij;// 012340123
0 prt
012340123 » 012340253
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Selective repeat & &=

Example
& Seq#:10,1,2,3,4
@ windows size = 2

012340123

‘v

0123401123

01123401123

v
(@
—_—

23401123

012340123

v

0123401123
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3% Transport Layer

3.1 Transport Layer MHI £

THR

3.2 AU TS

3.3 Connectionless
transport : UDP

3.4 HI=IX] data RS9 <=

3.5 Connection oriented
transport | TCP
Q segment structure
Q religble data transfer
O flow control
O connection control

3,6 2RLRIOI Sl

3,7 TCPY 2RERIO]
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TCP: over

& point-to-point

Q ©YU £ . 4£AR Ttol T
@ Al=I™Ql in-order
stream

O Messdgeol 2ol QT

@ pipelined
QO ZRIEIOIU DEFI

window sizeE HEIOiQtTH,

& 554

52 buffers

VICW  rrcsi793, 1122, 1323, 2018, 2581

@ full duplex

Al O S connectionoll OTtol SAI

byte ol datag ’4 & & AU+,
QO MSS | maximum segment size

(segmentolM app layer data
O Bith =271)
& connection oriented
O fandshared TN £ Y]t
< Flow control

Q senderdt receivers QtHidtRI
BT E receivert AIEHS F
RIQtTE,

olE 5

= HeTo

socket
door

receive buffer
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TC

URG: urgent data

P segmentel &

32 bits

countin
(generally not used)™_ | $OUrce port # | dest port # by by‘rei‘
ACK: ACK 2 sequence number of data
valid \k@wledgemenf number (not segmentsl)
PSH: push data now iﬁﬂ%UAPgéf Receive window

(generally not used)

# bytes
rcvr willing

Urg data pnter

RST, SYN, FIN:— |
connection estab

to accept

Op/s( variable length)

(setup, teardown
commands)

/

Internet

checksum
(as in UDP)

/ application

data
(variable length)




TCP seqg#< ACK

& seq#
O Segmentl AR byteo! L@ Host A Host BL@
streamolMQ byte &M H2
User Sep-
@ ACKs: types quQ’ACK:?Q day
' ' Ua = e
O ol HtE AHM byted &M ¢ —c host ACKs
HD  receipt of
Q Cumulative ACKTH THs dFTH €, eehoes
ac
Q EMTH B8 segmentE £ALRE
Q O H ATHY?
B ol ? host ACKs
A ! RFCOIME oifl RAIE QiTH, receipt
of echoed ~—td43, ' ACK=g,
- ZAl BT,
_ g Ok THOl R time
bufferingtct, (Z7toll wrRL mole telnet .
dGTG HE—” bH ) S|rnp e TeinetT scenario l
K& seqhts BB REQ HorQs segt QRY segA RE L np 1 dh YA E AsiTs 57

TCP | RTT(Round Trip Time) & Timeout

Q: TCPY timeoute oA H AR Q : EstimatedRTTE o H AR &

A2 TP
@ RTTECTH HOrgTH, @ SampleRTT
O but RTT %222 L segmentTt SAIE KITECE
@ HE &2 TR He ACKTH ZAFRE AITHTHY
O MRt ’iRIEol Qoiltrt, Q RHRl%E segmente BAIRIT
& AR IR @ EstiamteRTTE DHQ smootAdt
O Segment £A4Lloll THRE tHgol & H HTIEI T,
OIRLTH, O EstiamatedRTTE SampleRTT

O It& T LLOITH,
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TCP | RTT(Round Trip Time) & Timeout

EstimatedRTT = (1- o) *EstimatedRTT + oa*SampleRTT
O Exponential weighted moving average

O influence of past sample decreases exponentially fast
O typical value: a = 0.125

59

RTT £R&Xl olFI

RTT: gaia.cs.umass.edu to fantasia eurecom fr

350 -

300

&

RTT (milliseconds)
() I

=1
=

150

100

T T T T T T T T T T T T T T T
1 ] 15 22 29 36 43 50 ar G4 71 T8 85 92 99 106
time {seconmnds)

—+— SampleRTT —=— Estimated RTT
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TCP | RTT(Round Trip Time) & Timeout

timeout A&
@ EstimatedRTTE o+ &7t
QO SampleRTTY H28s0l 2
@ DevRTT
' SampleRTTIH EstimatedRTTE H&l Qo Blojut=KIoll TH]t ol &

AQUS R UYSE AR
QL mEtM HREOFYTH (HITHY HOE EQ)

DevRTT = (1-B8)* DevRTT + B* |SampleRTT-EstimatedRTT]
(B RN+ 0.25)

AHE timeout A&
Timeoutinterval = EstimatedRTT + 4*xDevRTT
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3% Transport Layer

3.1 Transport Lavyer MHI A 3.5 Connection oriented
Ho transport : TCP
Q segment structure

O reliagble dadata transfer
3,2 52U Q52 Q flow control

O connection control

3.3 Connectionless
transport : UDP

3,4 RI=I™ data RIS |z 3,7 TCPY 2RERIOH
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TCP reliagble data transfer

@ TCPE HIAZIFQL |P AHoIM Al
BI”Ql BAl MHIAE RIZRETH

@ Pipelined segment

@ =5 ACK

& TCPE Y RIRLSE timerE AHE
QtTH,

QO R®4% segment Utoll THRt
fimers THERORZE 44rRiIat
overneadt 3T,

@® NMR4$E AOIIE oHIE
O timeout
O &8 ACK

@ THAAR TCP sender

O &5 ACK BAI
O 2ARiMIO, 28 FIO BAI
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TCP sender event

AppZ EH data &AL

@ seq#E AL segement A

@ seq#e MHIm HiolEQ HIOlEA
EZ H oo,

timer A&

(+HE segmentolld BHM
timert AL24F ol ot\dm)

@ timerd gtz 27

Timeoutinterval

4

timeout :

@ timeoutS VLIl segmentsS ™

4L
RS

@ timer RHAIRE

ACK

@ ACKTH QL Q= segment
ACKRLH L

O ACKSl seq#7t sendbase 2w
S ol Rlol QL SR
segmentoll THOH AQIdr 1L
sendbdases TYALRETH,

O OtE| 2UQl ST Q= segmentTt
ZRHHH timerE RHAIREQETE,

64




TCPY BOIEE AUEIL

I
o
7
il
h-S

Host B@ ,@ Host A

Se =
] %2 8 bytes datg "-_—I,_
S
-5 ,‘,'\:—.”\00 E
£ x :
l loss 9
Se = l
% oo 1]
= 5
SendBase §
; 120 £
pOKE &
L=
L]
endBase o
S oo SendBase l
| | =120 —, premature timeout
time rime

lost ACK scenario
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I
o
s
pu
N
I
o
(71
—'.
w

g

SendBase
=120

+—— timeout———
- i
o
% @
2\ Vs .
v N
2 S e
()
]

v

Cumulative ACK scenario
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TCPL ACKAYAE 1

Receiverg event

Receiverd B&f

T E seq#E THRL segmentT AL, o
bl TITHE £ seq# RIS B E segment
2]

RIGE ACK, Tt £MY segment:E
500ms TITHEHTHIF ZABIRI QO ACK
£ R4t

-0 -

T £ seq#E THRL segmentT AL, o
Kol £AI8E seqolthyt ACKE Ot R4
S
| &3

ohtol LR ACKE A%

TTEE THED £ &MY seq#E T+
Al segmentTt =&, Gapol HH

EK ZER ACKRLE
(e o EMY seq#)

LRl segment gapE 2ol HEdHE
segment =&t

SR ACKRLE

(segmentTt gap HL Zolm ARG
TE)
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= ~
W= RIAL &
@ timeoutol QHIdIE RIS & & Bt 3o ZEE ACKTH

IS

O ZFINTHHIA UM segmentsS
Qlol HHE S £ AIRFE 71Tl H
A ZTETHO] RIQIOl FTHQET,
@ ZE% ACK2 segment loss
O £ARIE T2 =HE o 2 seq#
9 segmentE 4£AldIH o &

bufferingdt &8 ACKE &’ 4%
Qb

it

O segmentE £AlIH Y2 F&
ACKTH R &= T,

Seq#7t 10, 20, 30, 40, ...QL BL 200l loss
EH 30, 40, 50, ... € Euimi ook ACK(20)
ol ZEMM senderol Rt HCH

senderol™ ALt dHTS
segmentt lossEIQT+T THTHQE
=
Q ol d L timeoutol Rlol2tT dHTY
segments RIRLE QT
=-> fast retransmit
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Sender |sea20 \ACKZO Recever

seq50 \ ACK20
5eq60 \ ACK20
seq20 \ ACK20
5eq70 \ ACK30
5eq80 \. ACK30
ACK30
seq30 \ ACK30
Leq 100 \Acmoo-
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Fast retransmit aglgorithm

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}
else {
increment count of dup ACKs received for y
if (count of dup ACKs received fory = 3) {
resend segment with sequence number y

}

a duplicate ACK for

fast retransmit

already ACKed segment
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3% Transport Layer

3.1 Transport Layer MHI £ 3.5 Connection oriented
WO transport : TCP
Q segment structure

O reliagble dadata transfer
3,2 52U Q52 O flow control

O connection control

3.3 Connectionless
transport : UDP

3.4 RIBI™ data RIS |z 3,7 TCPS 2AERIOl

71
TCP Flow control
@ TCP connectionolM 44150l flow control
;f'g'b\l HIHO 3715 @& F0l 2 Sendert receiver2l bufferit
S= MIOIR, overflow HEE R w2 data
£ 4R R E o2 T
RevWindow
3 | @ DEROE £TE QRIATIE A

HI 20l T4,

O Receiver® dppol datag 4+
£T 9 senderd R4 SEE Y
Kl AlIF1E ToITH,

RevBuffer

@ App processTt &Kl bufferz
B data€ =™ 2R
RevWindow Tt 20154 QLtt,
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TCP Flow control

RevWindow

R @ segmentuiol RevWindow size
£ RR& receiverdt senderol™
=R

@ Sendere RevWindow 311 2o+
M AQl SE data®S 9K
YO ZM LAl bufferol

RevBuffer overflowTt HEAYOHRI QS 2

(out-of-order segmente H3ITH R4 Al QtTY,

IR

@ HIEWHOI A Q -F7t
= RevWindow
= RevBuffer — [LastByteRevd —
LastByteReadd]
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3% Transport Layer

3.1 Transport Lavyer MHI A 3.5 Connection oriented
Ho transport : TCP
Q segment structure

QO reliagble dadata transfer
3,2 52U Q52 Q flow control
O connection control

3.3 Connectionless
transport : UDP

3,4 RI=I™ data RIS |z 3,7 TCPY 2RERIOH
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TCPL connection 2l

Recall! TCP sender2 receiver
L connectiong 227 o
data segmentS R4 Qo

@ TCP 2712 B4

O Seq#, buffer, flow control &
2=

ex) RevWindow
@ client ' connection initiator
@ server: clientd R&£EL 59

Three way handshare:

step 1: clientTt serverol™ TCP
SYN segmentE &%
Q ZE7I seq# AR
QO datae @+,
step 2i server SYNE £A4l0tL1
SYNACKE Rl%&
O server ! H4&EH buffer ¥
O serverd &7 seq# AR
step 3' cliente SYNACKSAL ACKAL
% (dataS ZtHE =)
O client : /48l buffer ¥
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TCPL connection 42l

Closing a connection:

Step 1! client= connection &
ZZOTIUH FIN bitTH 12 AR
= TCP segmentE serverol™
S,

Step 2! servere FINE £AldHH
ACKES StiadtT connectione
ZETHE FINE clientonn &
=g

L@ client server@

close
Fin
[
£ close

e
-i_

'S ACK
=
Re
Q
e
=
closed
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TCPL connection 2l

v eli = L AABdH )
Step 3 E_.CI:DQVIT" FINS &+ "o - @ client server@
ACKE WL URIAITZ TITH
212 (time wait) connection closing -

S FEJTH,

pCK .
Step 4: servert ACKE £ALdIE closing
: N
connectiong Z=3trt, v
. - . A
Note | with small modification CK

can handle simultaneous
FINs,

rr

3% Transport Layer

3.1 Transport Layer MHI £ 3.5 Connection oriented
He transport : TCP
Q segment structure

QO reliagble dadata transfer
3,2 52U Q52 Q flow control

O connection control

3.3 Connectionless
transport : UDP

3,4 RI=I™ data RIS |z 3,7 TCPY 2RERIOH
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RERLRIOIC Kz

Congestion

& E2 RSEE dataS RfSoHE Y ZURE QY 2w
& flow controlE THETH,

& QA

Q prtA £A4 (router buffer2 overflow)

QO RIQQ F7t (router bufferolMd queueing delay 5T+)
¥ Senderol Ld}MMH RF

QO AN 2REE ZA_IETIL otutt (TCP)

O ATMS Tt ol ZRITE ZAIH YAMME UEQIT RIXNEY FETH LI
@& TR UL WL Data AI4HES ET

O timeoutol HIHI 3l Qoidm

QO RiRl4Ekol Htor Ao
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congestion scenario 1

Host A .
—/\ir - OMiginal data o

@& Y sender el d
reciver

@ DRt HEHE THAL 3htol - oot g oo
E'-%)_El T—— —

@ FMREL Quy, —

& Z2FRLAOl BHQE R

S ol Q)T+,
C/2 Y e ] |-,
a4 S [ @ M9 XNMBISol B3
_ /] o g5koll 2ot H
Aow | g 5 H o queueing
¢ g | delayTt EEAIRETY,
A €2 A €72
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congestion scenario 2

@ Q3 puffers 17l 22 H
@ E£AIE prtoll T3t RIRIS 0l ol FOIRLTE,

Host A A, original data Rout

1', L', - original data, plus X y

retransmitted data

Host B finite shared output

° link buffers

Ll
INRNRNAS
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congestion scenario 2

@ £Alol HIABRI Q= oI RARQl TR 1 A

@& £A= prtbt RIFISBE perfectdt

@ pR1S delay® QI3 EL Q] RIR S
ZolEo, (3™ 0)

= Aoy (A% @)
Al

in

RI2 f--=mn-=mm-memmmm s omn RI2 f--==m - =mmsmmm o mm oo : Ri2

':\'m.ﬂ
ut

: g
3 , & RMgmmmm e

in
'?' : ’\’iw > /\ou'r ('j'a'il' b)
2 Ol BHQ HRIZ A, .0 =L

congestion8 cost
@ Buffer overflow® QLoH HHEH AL prtoll TH]E RHKL &
@ T RYUCZ QIR BELWQZ RIS

R2
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congestion scenario 3

@ 479 sender Qi A, 0L A, THHRIE ol
@ O3 T 2QEC TS HE ¥ A0l QO LHETE?
@ timeout/miRl% A'THE RO EEEZ AT
A o . original data Fou
*£f~}\'n:originaldata, plus L

retransmitted data L

finite shared output
link buffers

Host B
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congestion scenario 3

}\',in

congestion? Ed3r 42 cost
@& RFEOE QW pktTH BEALOIM HEAID HE K S RIRTHR pRtE RS
2= routere R4 2L £B Q=0 ®QTH,

dr=wl At
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congestion controloll thgt & HiH

End-end congestion control
(Zot7te 2 AERION)

@ Networr2Z Hel o3t
feedbdckR® RMIG= Rl Q=T
@& EHoIU RIATA HALZ HALH
M end systemol &5 dHOFgtTt,
@ TCPIt AHEOHE HIY

Network-assisted

congestion control
(WEQAIRIS 2REFIO)

@ routertt 2REASEHON Bt RAE
£ senderol™ R R FQl
feedbacke RIGQtTH,

QO 3+ bitE 2RSS LEHHTH,
(SNA, ATM, DECbit...)

O REEE senderoi™ B2 A
==

TR R data RS HA

QO choke pkt — 2+LE Tt sender

Q 4,4 ALK AtOI1Y pRtY fieldol

2Tt
85

ATM ABR 2ALmIol

ABR: available bit rate:

0 "“elastic service"

0 if sender's path
"underloaded":

O sender should use
available bandwidth

0 if sender's path
congested:

O sender throttled to
minimum guaranteed
rate

RM (resource management)

O

O

cells:

sent by sender, interspersed
with data cells

bits in RM cell set by switches
("network-assisted”)

O NI bit: no increase in rate
(mild congestion)

O CI bit: congestion
indication

RM cells returned to sender by

receiver, with bits intact
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ATM ABR 27ALmIol

/we'rworﬁ REIS &R cell

I M calls
source I] daia cealls destination

e Stk Swidton

| 3 |0

— 1t i1 I

0 two-byte ER (explicit rate) field in RM cell

O congested switch may lower ER value in cell

O sender' send rate thus minimum supportable rate on path
0 EFCI bit in data cells: set to 1 in congested switch

0 if data cell preceding RM cell has EFCT set, sender sets CI
bit in returned RM cell
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3% Transport Layer

3.1 Transport Layer MHI £ 3.5 Connection oriented
He transport : TCP
Q segment structure

QO reliagble dadata transfer
3,2 52U Q52 Q flow control

O connection control

3.3 Connectionless
transport : UDP

3.4 HBIH data RIS | 3,7 TCPS 2 RERIOl
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TCP congestion control

@ end-end control (networr2
BEHY RIYE Q)

fjo

@ senderd R4E£=2 MR
LastbyteSend - LastbyteAcked
< CongWin (TCP &AlbufferTt S8l
THL : RRiFIOINE L)
[< min{congWin, RevWindow}]
(BRtmiol) (2EmIO)
NE
rate = CongWin / RTT (bute/sec)

*®

ofy

@® CongWine networ 2Rt ol o
3 BSOS HATH

SenderTt congestionol tHit

Ht-S

& £Hol HAY
Q timeout & 3 52 ACK
O £4lol A3t ’RHRI S0l HEAY

@ TCP sendere &40l HiAJdIH
CongWing £9Qlc+,

RRIMIOI QTEFE
Q AIMD
O slow start
QO timeout eventol thyt Ht-S
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TCP AIMD

multiplicative decreadse

loss eventt HEA42HH CongWind

sizeE HISE ZQlnt,

- {MSS OI3IE IHOIRIRI= QT
wf’dtw

24 Kbytes —

16 Kbytes —|
L

8 Kbytes —

additive increase

loss eventTt QO H oHtH ACKE =
Ql &mH U RTTOFE congWine &
TFEol {MSSTHEIEE R2M4

confWing &7+ AT,
-> OB AN SIS 2R AW 2+T Tt

» time

Long-lived TCP connection
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TCP Slow start

@ TCPQ ™ol NMEEM CongWin
7= 1 MSSE 2712 =1 A7
RME&E-2 MSS/RTTIH BTt

Q Ex
MSS(500byte), RTT(200ms)
init rate = 20kbps
500byte/200ms
= 4,000bit/0,25 = 20,000bps
=20kbps

@& MBI THYFE 2 MSS/RTTE
Tt OHQ 3Tt

O AYHUIERE S7HAITIH R4 Fol
HTQt £ 201l LEM™ TIHRI 7L R
Gol REHEITH,

@& KM |ossTh HEAYRE mH THRI T
GCRE AQIY m ottt congWin
2 ITMSSELE 57 A T RTTOH
Tt congWinol Fuiit =EE gt
=t

congWin& STtk
AIMD & T RTTEIE {MSS
SS U ACKortk {MSS
T RTTOFS S K
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TCP Slow start

@ R&ol B |oss eventTr HEAYRE
OH TRl RI&ROE &8 57t
ISEAR=%

Q U RTTEF CongWinol i
QO BE ACKIH £ A= DO
CongWing &7+ AFLITH,

@® RNY £ = oiQ “2IRGt R4
”MOZE wtEH SItdtE BEoitt,

"@Hosf A Host B:@
w%

%

ur segments

+«—RTT—

Time
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Refinement

@® NHe ZFE ACKLAL THE
i (@] =
O CongWinga Ht2 2 ZolEot, - MY ZEER ACKsE WEQX=R
O Congwin2 AB™LE 5ttt I HO THYE kHiol Ty
Q AIMD T gl
© -0 TinQOMfOI %/‘gbl'tﬂ - ﬂWIQOIATf /T;zg' ACKE T+ ’T—Jf’#

B H M2 QTt,
O CongWing€ 1MSSE Z£Qit},

O RI£XOE CongWing FTHAI7L
o,

O tAresholdol =3 THAl A
MOEZ ZTI3trt,
» 2R 2moll SoiTtTH,

@ thresnold : CongWin& &Ht
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Refinement

Q QUM RILRQL ZIHTF YoiHETH

_ _ thAresnold
A timeoutol 231 CongWinol 1

2 ZolE ol 2ol thresholdTtR

2 -
& thresholdes TH A oI T, :

@ Loss event1t Yol
tAresioldE congWind 1/2=
MRS T,
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TCP 2RtEIOl Q<

@® CongWine tareshioldol =& A TRl slow-startSA S E wEH 5
THRETH,

@ CongWinol taresnoldol =2t 2R M E Qo AHYFHOE AAID
Iy,

@ 3H ZEE ACKTH URIEH CongWin threshiold THRl ZoiE 1 A
O 2 ZII3tr,

@ Timeoutol HA4dIH CongWine 1 MSSE Z QT+ THAl taresholdol
Tt YO TR BHEEH S QLT
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