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$438B in 2020
‘18-"20 CAGR 15%

Private Public Clouds

Clouds & SaaS
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Movement ey
0 priority
x between clouds 73% concern

Source: IBM MD&I; BCG and McKinsey research
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Modern Applications

Hybrid Cloud
PaaS and Data

Engagement Apps
Enterprise
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3.0
Re-imagined Processes

Multicloud
App Modernization

Self-Healing
AI and Blockchain
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=2t E E ot AT Ab2| - Capital One Data Breach
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Capital One breach is among the largest @ MHO==

hacks of financial and insurance businesses ==

Records breached, in millions:
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v'Enable CloudTraillogging across all AWS.

v'Turn on CloudTraillog file validation.

v'Enable CloudTrailmulti-region logging.

vIntegrate CloudTrailwith CloudWatch.

v'Enable access logging for CloudTrailS3 buckets.

v'Enable access logging for Elastic Load Balancer (ELB).

v'Enable Redshift audit logging.

v’Enable Virtual Private Cloud (VPC) flow logging.

v'Require multifactor authentication (MFA) to delete CloudTrailbuckets.
¥'Turn on multifactor authentication for the “root” account.

¥'Turn on multi-factor authentication for IAM users.

v’Enable IAM users for multi-mode access.

v'Attach |IAM policies to groups or roles.

v'Rotate IAM access keys regularly, and standardize on the selected number of days.
v'Set up a strict password policy.

vSet the password expiration period to 90 days and prevent reuseCustomerVisualforce pages with standard headers.
v'Don't use expired SSL/TLS certificates.

v'User HTTPS for CloudFrontdistributions.

v'Restrict access to CloudTrailbucket.

vEncrypt CloudTraillog files at rest.

vEncrypt Elastic Block Store (EBS) database
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Notable cloud service misconfiguration incidents
in 2017

345,850,453
Misconfigured

cloud storage __
1 2.27TB

566,402,270
Misconfigured
cloud databases

] 1.2TB

393,434,309
Misconfigured

rsync, NAS and
backup

. Records . Number a» Amount

breached of incidents “ of data

Figure 9: Notable cloud service misconfiguration incidents in 2017.
Source: IBM X-Force.

Records breached and amount of stolen data is based solely on public reports and
may not represent a full accounting for all incidents.



Cloud Security Report by ISC2
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Protection Insight
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IBM Cloud Pak for Security

Run anywhere | Gain security insights | Take action faster
Security Solution Unifi
_ _ nified Interface
for hybrid & multi cloud [ —
Federated search for investigation Cases for incident response
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FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

3 @ibmsecurity

I3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.




