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Growth of the Security

Gartner Orchestration, Automation & Response market
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IBM’s SOAR PLATFORM - RESILIENT
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AS2E fet flet ¥ M-S (AppExchange)

Function to call generic REST/JSON web service APIs,
Function to run arbitrary shell scripts (bash and PowerShell),
Functions to fetch SSL certificates from a server and parse them,
Functions to work with Excel, HTML, XML, JSON and EML files,
Resilient ) Functions to work with Resilient attachments:
ggls'itl‘i’e'::"c"o"s for calculate hashes, list and extract ZIP archives, convert to and fro
Useful workflow functions for m baseé4 . MREsilient  pashboards - Listincidents  Ne s  Simulations
common automation and. . Function to parse .eml and .msg email files
2) Function to pause a workflow for a specified amount of time.

[ ]
5 By IBM Resilient - Input to the PDFiD function is Performs a quick analysis
IBM Validated base64-encoded content.
We can read this from an [glfelhe structure of the PDF
attachment. .

) I =
_ P o — R @ OB CY
Utilities: Attachment Hash Calculate hashes for a file attachment. T - -

Baseb4
Utilities: Attachment to Read a file attachment as a Base64 string.
Base64

Utilities: Attachment Zip Extract a file from a zipfile attachment, producing a base64 string.

Extract
Pre-Process Script Output Post-Process Script

Utilities: Attachment Zip List For a zipfile attachment, return a list of its contents.
) ) ) Default % B - Font + Font
Utilities: Base64 to Artifact Create a new artifact from a Base64 string
Utilities 4t Create a new attachment from a base64 string.
Attachment

Utilities: Call REST API Call a REST web service. The function parameters determine the type of call (GET, POST, etc), the URL, and optionally the

Utilities: Domain Distance Identifies similarity between a suspicious domain name and a list of valid domain names. Low distance result indicates a ¢

- interesting_sections
attempt. o .

Utilities: Email Parse Extract message headers and body parts from an email message artifact.

Jtilities: PDFiID Produces summary information about the structure of a PDF file, using Didier Stevens' pdfid (https://blog.didierstevens.cc " (‘(1:'12,\"5:: per.createRichTextC™Not a PDF file: {}".forctCattachment. naned))

tools/)

Utilities: Resilient Search Searches Resilient for incident data. NOTE: The results may include data from incidents that the current user cannot acce: note_data = [*POFLD report for {} ({}):".format(attachment.name, results.header)]

to avoid information disclosure. - for section in interesting_sections:
value = results.getValue(section)

Utilities: Shell Command Runs a shell command. - f value is not :
note_data.append("{}: {}".format(section, value))
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Edit Activity Field

What type of field is this? @ | Multiselect '~

Placeholder @

What is the label for this field? * @ Requirement @ Add/Edit V

Shell Commands Optional . nslookup
dig

API Access Name * @ Tooltip & traceroute

shell_commands whois
nmap

78.46.222.235

Details

08/26/2019 12:30
Benoit Rostagni
78.46.222.235

1P Address

Command succeeded
Command succeeded:
Command succeeded
Command succeeded:
Command succeeded:

nslookup “78.46.222.235". See Note for output results

dig “78.46.222.235". See Note for output results

traceroute -m 15 “78.46.222.235". See Note for output results
whois "78.46.222.235". See Note for output results

nmap “78.46.222.235". See Note for output results

te As specified in the artifact type settings (currently Relate)
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Resilient

MITRE ATT&CK
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Contains sampl S Iunk
retrieve MITRE

technique infor

Resilient

Splunk Integration for
Resilient

Contains sample functions to
demonstrate bi-directional...
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Microsoft Exchange for
IBM Resilient

This package provides an interface
to Microsoft Exchange email and..
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47} Resilient Labs
Resilient 1LE|7H K| 2E
ElasticSearch Funetions
for Resilie¢
Workflow func
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to and query ¢

IBM QRadar
Resilient
QRadar Functions for
Resilient

2 ZdAE Re
# 7R LIEZ
Resil
ODBC Functions
Resilient
Workflow functions to qu
update ODBC data sour

Contains functions to search
QRadar offenses and work with
QRadar reference sets from...

By IBM Resilient
®@ IBM Validated
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Release Report: v35 of Resilient
Dec 3, 11:00 AM - 11:30 AM (ET)

Resilient User Group: Paris

Dec 4, 9:30 AM - 12:00 PM (CET)
Paris, France

Latest Articles

What you need to know about the
transition to the IBM support portal

one month ago

Group Home Discussion Library

X|# (App Exchange & Community)

Community Members

578 Members

@ N @

Wendy Batter will Machin

> © ) 3

ennifer Kelly Abbott

Tullman-Botze

Zaid Abrahams Bruce Adams

1 8 2.2 .0

Accelerating Incident Response
with the Code42 for Resilient App

3 months ago

New MSSP functionality for the
Resilient SOAR platform —

2 months ago

Blogs Events Members

Welcome to the IBM Resilient online community! Join us to learn more from a community of collaborative experts, who will help you take full
advantage of the most advanced, battle-tested incident response platform.

The Resilient SOAR Platform is the leading platform for orchestrating and automating incident response processes. Collaborate,
communicate, and contribute solutions with like-minded Resilient users right here.

For any questions related to this user group, please contact Community Manager Connor Costello.

Resilient Resources
« IBM Security App Exchange - Resilient
« IBM Resilient SuccessHub
» IBM Resilient Ideas (RFE's)

Search Group

« IBM Security Learning Academy - Resilient
« IBM Knowledge Center - Resilient

« IBM Resilient Homepage




Cro[Lte] EdI0]5S S8 7I=at AH>e %715 X1&st

mgw . . . . . 5 -
M RESIlient Dashboards v  ListIncidents N e Tasks  Simulations (® ) A Sta]fEf v
(‘ﬂl“,y
Q‘\_/'
: o O S
-
bed Lookup user i Evaluate risk of i
—— LDAPLockup = joiis in Acive ——™ E:ﬁ:r:;:e —> disruptive T ] — Banggaﬁ V@ —————p Carbon Black
/ Dir... respo...
O O (& v O 6o (s v O
" Match any Evaluate Evaluate risk of Create and
\;Tégnagliﬁggz > » CBIOCHunt > rtifacts with > > offense logs > > threat to > > > BlDCEHELDn > (;Bréiikljjr?ér;?a > P irculate status
O known ba... from QRadar enterp... repor...
A ETR A A
A \@I’
Escalatfon Path
Lookup system 9 9
® —» CMDBLookup — “poidiichrom ————— T
p Verifyifthreat | p 9 system to Tag Malicious
asset.. Y intellrgence is ... apply strict in F:“I]cAfee eP0
policy
Incident
Escalation
& ‘
O Functions Dynamic Business Logic Human Decision Logic ()
© W2 HOl Ao YT HA © Ol AR HN, ZSAZZHAEY | |+ FRUB MO YT =2
— . o SL~ A S
« 1BM Security App Exchange® S8 C22E | |« TAFR Ths sl o9 maH2 . s mEsn M43 oA A
510] ZA| AR 758 7|15 EI|Ss N2 LS = A=F QL & Aot 20




abuse.ch Zeus IP Blocklist

IP 52 2ET Zeus HE S FHOHE
ol gdz|as

= www.abuse.ch

abuse.ch Zeus Domain Blocklist

DNS =02l 0§22 23T Zeus MH & FE8t=
www abuse ch2| 22| AE

‘1I}0| 0] Of0)’ 2

® ‘SANS’
-2 | 97
AL h ﬁi\.’
SIGHTPARTNERS ABUSE ¢ Sron
\ g < AR
- <WFireEye e
o Z8Us MH XtHEHip M=
Zeus T QI XtEt 2[AE
D
AlienVault IP Reputation Feed HE /Lﬂw)\ agm
AlienVault 82| o4 AR IPTL S2 I: |BM X_Force -\k} } I a E S I I I E I I t
BM 22 9l Y
iSIGHT Partners e 4 mEn :
~ Vg URL |
ISIGHT THE 2] ¢ elEa|FL
o A IPE|EE XS Ao
SANS Internet Storm Center HE %‘g\ \A}
SANS ISC(Internet Storm Center) G| 0| E{8] O] £ N L *
j MAXMIND
e Symantec.

IBM Security / © 2019 IBM Corporation

Geo ) IP

¢
‘

ik
Artifact X| & &

-1 o

L]

H
[ J oo
0
Recorded
Future
MLZ| 8 2B EE

Malware
Patrol

o Malware MDS5, SHA-1

URL artifact

14



BOH 2

nRresilient  oes -
Tasks Details Breach Notes Members News Feed Attachments Stats Timeline Artifacts
OIE[ZE R8: 2%
,-/. - Y
String '_-:
Email Recipient 20 Nov 201... N

Scan Followed By Successful Login Multiple Login Failures for the Same UserO|( asange_lQQ@s:}{__Ezo_.. lures Followed By Success from the same Sou =tiple Login Failures from the Same Sourc
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Data Types

Contact Information
O First name
O First initial
U Middle name
U Last name
O Address
OIPhane number
U Email address

Personal Information
L Birth Certificate
U Date of birth
U Driver's license number
U Marital slatus
O Marriage Certificate
O Occupation
O Passport number
LISSM or SIN

Identification Daia
0 State ID number
0 Tax ID number
[ Personal idenification
U Tribal 1D number
O Employee ID number
O Military 1D number
U Student ID Number

Financial Information
U Account password / access code (financial)
U Bank account number
O Bank routing number
O Brokerage account data
LIFinancial account number
U Income Tax Withheld
U Online username (financial}
O Payment card mag sirip data
OPersonal ID for financial accounts
0 Tax information
O Third-party account information
O Other persenal financial information

Credit Card Data
O Credit card CVV code
O Credit card expiration date
U Credit card number
O Credit card password { securify code

Debit Card Data
M Nehit card CVV code

Medical Information
O Medical history
U Medical treatment
O Diagnostic information
L) Menial condition
O Organ donor information

Health-Related Information
U Personal Health Record {elecironic)
O Health insurance policy number
C) Health insurer ID
O Healthcare payment, eligibility or entitlement information
U Substifute decision maker
U Medicare number
O Medical registration information
O Healthcare provider

Other Data

O Account password [ access code (non-financial)

U Biometric daia

0 CPMUCommunications Data

O Digitized / elecfronic signature

[ Educational records

O Fingerprint

U Genetic information

O Insurance policy number (non-health)

[ License information and status

O License plate information

O Online username (non-financial)

O Parent’s legal surname prior to marriage

O Security question and answer
Work-related evaluations

Special Categories

U Criminal acivities

O Graphic, photographic or acoustic

O Other information relating to an identified or identifiable
person

O Political opinions

O Racial’ethnic origin

U Religious or philosophical beliefs

O Sex life/orientation

O Trade union membership

IBM Security / © 2019 IBM Corporation

Regulators

Organizational Rules

O Data Breach Best Practices @&

U.5. Federal and Trade Organizations

[ Bank Secrecy Act @
ocMs @

D DARS/Dept of Defense €
) Fannie Mas &

OFCC @

D FDIC &

[ Federal Reserve €&

O FERFPA ©

D FINRA &

D FISMA &

O FTC (Health) €

L GLE Act €

O HIPAAMHITECH Act @
1AGHA €&

CuUA &

Docc &

D OME &

D PCI-DSS (Issuers) @
O PCI-DSS (Merchants) €
D SEC &

D US Dept of Treasury @

U.S. Special Jurisdictions

O California (Health) @

O Texas (Health) €&

O Virginia (Health) €

O California (Insurance) @

O Connecticut (Insurance) €

O Mew Hampshire (Insurance)

O Montana (Insurance) &

O Chio (Insurance) €

D Rhode Island {Insurance) €

‘ashington (Insurance) €@

isconsin (Insurance) €@

O Arkansas (Mortgage Bankers and Loan Officers) €
L kansas (Insurance) €&

O Texas person/entity/siate agency €

Jew York (Department of Financial Services) @
O inois (State Agencies) @&

Canada

Asia/Pacific

CAustralia €

O China €

U'Hong Kong €

UIndonesia (electronic service providers) €
UJapan €

D Mew Zealand @

L) Philippines €

[ Singapore €

U South Korea €

U Taiwan €

Latin America

O Argenting €

[ Bahamaz €

U Colombia €

U Cosia Rica €

U Mexico €

U Mexico (Payment Card Networks) €@
UPeru &

O Uruguay €
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nRresilient
CISO Dashboard @R~ saveas (Shared)

Incidents Over Time by Type

Select a Template

v Major Incident Report
Executive Summary - Breach
Executive Summary
Security Incident Details
Breach Incident Details
Incident History

Cancel

030. Dec 1. Jan 3.Jan 5.Jan 7.Jan 9. Jan 11.Jan 13. Jan 15. Jan 17.Jan 19. Jan 21. Jan|

Closed Incidents by Duration Last 30 Days (26 Dec 2017 - 25 Jan 2018) Open Incidents by Seve

Between 1 day and 1 week [
@B Between 1 week and 1
month
B Between 1 and 6 months
Less than a day
More than a year
@8 Between 6 months and 1
year

Open Incidents by Duration by Incident Types

Less than ... [ IDNEENE

setween 1... [INIEEN

gewween 1. [ NN N NN

getween 1. | N I I e

Between 6 ...

Open Duration (Default Resolution)
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Thank you so much!
Dok |C}
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